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Official regulations on privacy data protection

Personal data is one of the issues that attracts a lot of attention in today's modern society, there
have been acts of stealing/selling personal data to infringe upon the individual rights, using
sophisticated scripts to defraud appropriate property,.. Therefore, the Government's promulgation of
Decree No. 13/2023/ND-CP on the protection of personal data is considered essential in the current
situation, this Decree will help create a legal framework so that the competent authorities can
manage and review compliance with regulations on personal data protection, all parties must be
jointly responsible for personal data protection, increase the rights of data subjects and other
provisions detailed in the Decree. The Decree will take effect from July 1%, 2023.

1. How does Decree No. 13/2023/ND-CP regulate personal data and
protection measures?

Personal data is information in the form of symbols, letters, numbers, images, sounds or the like on
an electronic medium that is associated with a particular person or helps to identify a particular
person. Personal data includes basic personal data and sensitive personal data.

Basic personal date include:

1. Full name, middle name and birth name, other name (if any);

2. Date, month and year of birth; date, month, year dead or missing;

3. Gender;

4. Place of birth, place of birth registration, place of permanent residence, place of temporary
residence, current residence, hometown, contact address;

5. Nationality;
6. Pictures of individuals;
7. Phone number, identity card number, personal identification number, passport number, driver's

license number, license plate number, personal tax identification number, social insurance
number, health insurance card number;
8. Marital status;
. Information about family relationships (parents, children);
10. Information about the individual's digital account; personal data reflecting activities, history of
activities on cyberspace;
11. Other information associated with a specific person or helping to identify a specific person.

Sensitive personal data is personal data associated with an individual's privacy that, when violated,
will directly affect an individual's legitimate rights and interests, including:

1. Political views, religious views;

2. Health status and private life are recorded in the medical record, excluding information about
blood type;

Information related to racial or ethnic origin;

Information about inherited or acquired genetic characteristics of the individual;

Information about the individual's physical attributes and biological characteristics;

Information about an individual's sex life and sexual orientation;
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7. Data on crimes and offenses are collected and stored by law enforcement agencies;

8. Customer information of credit institutions, foreign bank branches, payment intermediary
service providers, and other authorized organizations, including: customer identification
information as prescribed by law, information on accounts, information on deposits, information
on deposited assets, information on transactions, information on organizations and individuals
as guarantors at credit institutions, bank branches, payment intermediary service providers;

9. Personal location data identified through location services;

10. Other personal data required by law is specific and requires necessary security measures.

Measures to protect personal data will be applied from the beginning and throughout the
processing of personal data, including:

1. Management measures taken by organizations and individuals related to personal data

processing;

Technical measures taken by organizations or individuals related to personal data processing;

3. Measures taken by competent state management agencies in accordance with this Decree and
relevant laws;

4. Investigation and procedural measures taken by competent state agencies; other measures as
prescribed by law.
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Protection of personal data is applying the protection measures mentioned above, developing and
promulgating regulations on personal data protection, stating what needs to be done according to
the Decree, encouraging the application of personal data protection standards appropriate to each
field, industry, and activity related to personal data processing; and check the network security of
the system and the means and equipment for personal data processing before processing,
irrecoverable deletion or destruction of the devices containing personal data.

The protection of sensitive personal data also applies the protections outlined above and the basic
personal data protection measures; appoint a department with the function of protecting personal
data, appoint personnel in charge of personal data protection, and exchange information about the
department and individual in charge of personal data protection with the specialized agency

protect personal data. If the subject's sensitive personal data is processed, they must be notified
that subject, except in cases prescribed by law.

2. Data subject’s rights
First, the right to know:

Data subjects are made aware of their personal data processing activities, unless otherwise provided
by law.

Second, the right to consent:

Data subjects may or may not agree to allow the processing of their personal data, except for the
case specified in Article 17 of Decree 13/2023/ND-CP.

Third, access rights:
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Data subjects are entitled to access to view, correct or request correction of their personal data,
unless otherwise provided by law.

Fourth, the right to withdraw consent:

The data subject is entitled to withdraw his or her consent, unless otherwise provided by law.

Fifth, the right to delete data:

The data subject is deleted or requested to have his/her personal data deleted, unless otherwise
provided by law.

Sixth, the right to restrict data processing:

Data subjects are required to limit the processing of their personal data, unless otherwise provided
by law.

Restriction of data processing is carried out within 72 hours after the request of the data subject,
with all personal data that the data subject requests to restrict, unless otherwise provided for by law.

Seventh, the right to provide data:

The data subject is requested by the Personal Data Controller, Personal Data Controller and
Processor to provide themselves with their personal data, unless otherwise provided by law.

Eighth, the right to object to data processing:

+ The data subject can object to the Personal Data Controller, the Personal Data Controller and
Processor processing its personal data in order to prevent or limit the disclosure of personal data
or its use for advertising and marketing purposes, unless otherwise provided for by law.

+ The Controller of personal data, the Controller and the processor of personal data shall fulfill the
request of the data subject within 72 hours after receiving the request, unless otherwise provided
for by law.

Ninth, the right to complain, denounce and initiate lawsuits:

The data subject has the right to complain, denounce or initiate a lawsuit in accordance with the law.

Tenth, the right to claim damages:

The data subject has the right to claim damages in accordance with the law when a violation of the

regulations on the protection of his or her personal data occurs, unless otherwise agreed by the

parties or otherwise provided for by law.

Lastly, the right to self-defense:

Data subjects have the right to protect themselves according to the provisions of the Civil Code,

other relevant laws and Decree 13/2023/ND-CP, or request competent agencies and organizations
to implement methods to protect civil rights as prescribed in Article 11 of the Civil Code 2015.
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We hope this Legal Newsletter would bring you useful information.

Best regards.
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Disclaimer: All materials have been prepared for
general information purposes only. The
information is not intended as, and should not be
taken as, legal advice. Do not act or refrain from
acting based upon information provided herein
without first consulting our lawyers about your
particular factual and legal circumstances. Apolat
Legal can accept no responsibility for loss
occasioned to any person acting or refraining from
action as a result of any material in this publication.
On any specific matter, reference should be made
to the appropriate adviser.
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ABOUT US,

Apolat Legal is a professional law firm
with its offices in Ho Chi Minh city and Ha
Noi city. The firm's lawyer team
specializes in almost all legal practice
areas in Vietnam including Enterprise
and Investment; Labor and Employment;

Intellectual Property; Dispute
Resolution; Real Estate and
Construction; Information and

Communication; Natural Resources and
Environment; Transport; Industry and
Trade; Education and Training; Finance
and Banking;  Agriculture; Legal
Document Translation; Legal Training.

Our reputation and the quality of its
services are reflected by our clients. We
are serving nearly 1,000 clients both
local and multi-national companies.

We are also honored to receive
numerous recognitions and/or articles
posted by world-leading and local
organizations and publications including:
The Law Association for Asia and the
Pacific (LawAsia, 1966), The Legal500,
IP Link, IP Coster, Lexology, Global
Trade Review (GTR), The Saigon Times,
etc.
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Contacts:

HO CHI MINH CITY (Head office)
5" Floor, IMM Building

99-101 Nguyen Dinh Chieu, District 3
Ho Chi Minh City, Vietnam

THE BRANCH IN HA NOI CITY
10th floor, 5 Dien Bien Phu Street,
Dien Bien Ward, Ba Dinh District,
Hanoi City, Vietnam

Tel:: +84-28-3899 8683
Email: info@apolatlegal.com
Website: www.apolatlegal.com

Scan QR code:
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SINGAPORE (Affiliated office)
#26-10, SBF Center,

160 Robinson Road
Singaapore 068914

Tel: +84-93-2014 986

Email: info@apolatlegal.com
Website: www.apolatlegal.com
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